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TinyLinux Firewall

System myRuke

Custom Rules

Install Text Editor

yum install I+are

Open Up Custom Rules

nana/eke/tinylinuxfif`ewall/mles.sh

Add Custom Rules

iptables -A INPurT -p top -s YOUR.SERVERIP.HERE -dport 22 -j ACCEPT

iptables -A INPUT -p tcp -s YOUR.HOMEIP.HERE -dport 22 -j ACCEPT

iptables -A INPUT -p tcp -dport 22 -j DROP

Save file: Ctrl + a

Enter

Ctrl + x

Call Service
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service tlfd

Or

sh/etc/tinylinuxfirewall/Firewall/firewall.sh

Choose 1, 2, 3 (option)

Enter

Compress Linux

Application Level: use tinylinux firewall

Open tinylinux firewall custom rules

nano/eto/tinylinuxfirewall/rules.sh.

Add custom rules:

iptables -A INPUT i tcp rs YOUR.SERVERIP.HERE -dpoft 22 -i ACCEPT

iptables -A INPUT -p tcp -s YOUR.SERVERIP.HERE ~dport 22 -j ACCEPT

iptables -A INPUT -p tcp --dport 22 -j DROP

Save file: Ctri + o
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Enter

Ctrl + x

Restart tinylinux firewall service

service tlfd

Choose 1, 2, 3 (option)

Enter

Server Level: Use tepwrappers (hosts.allow and haste.deny)

Enable remote access you must whitelist your two servers

To ahow ip

nano /etc/hosts.allow

Add:

sshd :

sshd : YOUR.SERVERIP.HERE : allow
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sshd : youR.sERVERlp.HERE : allow

: allow

Save file: Ctrl + o

Enter

Ctrl + x

To deny all

nano /etc/hosts.deny

Add:

sshd: ALL

Save file: Ctrl + o

Enter

Ctrl + x

Restart ssh service
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service sshd restat

Net`^/ork Level: use remote access

Cormect t`ro remote servers via password you must have two servers

ssh root@serverip -p 22

Enter

Enter your server password

Lptatles Routing As Reverse Proxy

Installation

Choose firewall, copy and paste to server

Open up Custom Rules

nano/etc/tinylinuxfirewall/rules.sh

Add Custom Rules

iptables -A INPUT `i etho -p tcp ndport 80 -in state -state NEW,ESTABLISHED -j ACCEPT
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iptables-AOuTPuT-oetho-peep--spoft80-mstate-stateESTABLISHED-jACCEPT

iptables -A TLF-SYN-FLOOD -p tcp -in tcp -dport 80 -j ACCEPT

iptables -I TLF-SYN-FLOOD -p top -in tcp ~dport 80 -j ACCEPT

iptables-ATLF-SYN-FLOOD-ptcp-mtepndport81iACCEPT

iptables -I TLF-SYN-FLOOD -p tcp -in tcp -dport 81 -j ACCEPT

#Remoteserver## iptables -t nat -A PREROuTING -p tcp -dport 80 -j DNAT -to-destination
Sip:80

iptables -t nat -A PREROUTING -p tcp -dport 80 -j REDIRECT -tc+port 81

iptables -t nat -A POSTROUTING -j MASQUERADE

SaIve file : Ctrl + o

Enter

Ctrl + x

Restart tinylinux firewal

service tlfd

Choose 1, 2, 3 {option)
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Enter

Nginx Reverse Proxy

Step 1.

Install Tinylinux Firewall Version 3.2 Compile

Copy And Paste the link

Step 2.

install TinyLinux Firewall Version 2.1 Webpenel

Copy And Paste the links

Stop httpd service

service httpd stop

Step 3.

Compile, login with ssh go to tinylinuxfirewall management

cd /etc/tinyliouxFirowall/
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cd Compile

sh install.sh

Step 4.

Change port Of web Server, Nginx always infront Of Httpd Web Server if you run reverse proxy

Nginx keeps port 80

Httpd port (anything)

N8inx

Port 80 in file /etc/nginx/nginx.conf

Listen 80

Step 5.

Change httpd port /etc/httpd/httpd.conf

na no /etc/httpd/conf/httpd.conf
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Look for ''Listen 80" ch?nge to 81

Save file: Ctrl + o

Enter

Ctrl + x

Step 6.

NGINX New Compile -Web Server Needs Security

cd /etc/ti nyl i n uxfirewa ll/

cd WebserverFirewall

Secure NGINX choose option: 2

sh Cinstall.sh

Restart two webservers

service nginx restart & service httpd restart
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Test Links:

ht_t_p_://1_5_;±±8.220.4.2:8C)       /upload content index.html to HTTPD

/usr/share/nginx/yourdomain/public_html

NGINX  only use for send traffics to HTTPD so no need to host storage.

/upload content index.htm[ to HTTPD
/var/www/yourdomain/public_html

Step 7.

Create HTTPD your hosting account

cd /etc/tinylinuxfirewall/

cd Accountpanel

sh createaccount.sh

Example:

cd /root

chmod 0755 httpd.sh
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sh httpd.sh domain.com

Create just 1 hosting account (only HITPD)

Step 8.

Open domain.com.conf in /etc/httpd/conf.d/ to change poll

cd /etc/httpd/conf. d

nana yourdoma}n.com.conf

Look for .'Listen 80" change to 81

Save file: Ctrl + o

Enter

Ctrl + x

Step 9.

Require, create a reverse proxy domain in nginx to pass traffics to httpd
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cd /etc/tinylin uxfirewall/

cd Reverseproxypanel

sh reverseproxyserver.sh

Example:

cd /rcot

chmod 0755 ip_reverse.sh

sh ip_reverse.sh 155.138.220.42

cd /root

chmod 0755 nginx_reverse.sh

sh nginx_reverse.sh domain.com

Step 10.

Change port of the domain.com.conf to httpd port 81
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nano yourdomain.com.conf

Look for proxyLpass !ittp://jp:80 change to proxyLpass hffEi4ife. This is load balance you
must edit 3 proxyLpaes.

Step 11.

Control Traffics With TinyLinux Firewall

Open up Custom Rules

nano/etc/tinylinuxfirewall/rules.sh

Add Custom Rules

iptables -A INPur -i etho -p tcp -dport 80 -in state -state NEW,ESTABLISHED -i ACCEPT

iptables -A OUTPUT -o etho -p tcp -sport 80 -in state -state ESTABLISHED -j ACCEPT

iptables -A TLF-SYN-FLOOD -p tcp -in tcp -dport 80 -j ACCEPT
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iptables -I TLF-SYN-FLOOD -p tcp -in tcp ~dport 80 -j ACCEPT

iptables -A TLF-SYN-FLOOD -p tcp -in tcp ~dport 81 -j ACCEPT

iptables -I TLF-SYN-FLOOD -p tcp -in tcp -dport 81 -j ACCEPT

#Remoteserver## iptables -t nat -A PREROUITING -p tcp -dport 80 i DNAT -to-destination
Sip:80

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT ~to-port 81

iptables -t nat -A POSTROUTING -j MASQUERADE

Step 12.

Before Test

Upload index.html page and ready for testing

Step 13.

Restart Tinylinux Firewal]

service tlfd

Chcose 1,2,3 option
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Enter

Exit: Ctrl + c

Step 14.

Resta rt two webservers

service nginx restart & service httpd restart

Finished

lf it shows error page 403 that mean no content index.html file

Any issue checking:

1. Change httpd and nginx port

/etc/httpd/conf/httpd.conf     Listen 81

/etcmttpd/conf.d/domain.com.conf    <VirtualHost * :81>

/etc/nginx/conf.d/domain.com.conf       proxy_pass   !]£±E;I/155._138.220.42iS_1;

Load balance you must edit 3 proxy_pass
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2. Nginx issue checking:

May forget to install webserver firewall for nginx

3. Up[oad the index.html page the default no content in storage.
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